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1 Algorithm Specification

This document presents TRIKE, a code-based key encapsulation mechanism called Triple Quasi-
Cyclic Code Key Encapsulation Mechanism.

TRIKE uses a quasi-cyclic structure to reduce the public-key size from O(n?) to O(n), where
n is the code length. Its security analysis relies on the Quasi-Cyclic Syndrome Decoding (QCSD)
and Ratio Quasi-Cyclic Codeword Finding (RQCCF) problems. RQCCF forms a public ratio from
linear combinations of three sparse secret polynomials, combining the secret components into a
single public ring element. An efficient distinguisher for RQCCF yields an efficient distinguisher
for decisional 3-QCCF, as shown in Section 4.

The construction is conceptually related to BIKE [1] and HQC [2]. Its two algebraic ciphertext
components are formed from three sparse error terms. Using the secret key, the receiver combines
them into a syndrome s = hgeg + h1e; + hoeo, which is decoded using a bit-flipping decoder. The
underlying deterministic encryption primitive encrypts an error vector and is analyzed for one-
wayness. The KEM is constructed using the Fujisaki-Okamoto (FO) transformation [3| and the
HHK framework with implicit rejection [4]. Following the salted FO construction [5], it includes
a fresh 128-bit public salt in error generation and key derivation, and verifies both the recovered
error vector and the re-encrypted ciphertext.

This document is organized as follows. Section 1 presents the algorithm specification. Section 2
provides implementation details and performance results. Section 3 analyzes the decryption failure
rate. Section 4 presents the security reductions for the salted construction, and Section 5 analyzes
the concrete complexity of known attacks.

1.1 Properties of TRIKE

TRIKE is built on a triple quasi-cyclic framework with a ratio-based mechanism for hiding the
sparse secret structure. A direct three-component extension of BIKE would publish two sepa-
rate ratios and expose additional relations between the secret components. The mixed relation of
RQCCF avoids these additional constraints. The lower weight per secret component reduces the
work in parity-check updates and unsatisfied-check counting, while shorter block lengths yield a
compact public key.

Reliable decryption-failure-rate (DFR) estimates are needed at levels far below what can be
measured directly in simulation. We adopt a finite-length scaling (FLS) model motivated by it-
eratively decoded LDPC codes, fitting the DFR at experimentally accessible block lengths and
extrapolating to the target parameters. We also apply a hybrid weak-key rejection procedure com-
bining a within-block 4-cycle statistic with a cyclic-intersection test across blocks [6,7]. For the
selected parameter sets, the overall rejection rate is below 1%. The residual DFR contribution
of the analyzed weak-key classes is quantified in Sections 3.5 and 3.6. The DFR model and key-
validation procedure address complementary aspects of decoding reliability.

1.2 Notations
The following notations will be used in this paper.

— Let F; be the finite field with ¢ elements, and Fy be the set of vectors where each element is

in F,.
— For a vector y = (yo, - ,Yn—1) € F}, denote wy(y) to be the Hamming weight of y, denote
Supp(y) to be the support of y, and denote y!*® := (4, Yas1,- - ,yp—1), where the subscripts

are taken mod n.
— Let x be the vector operator Schur product. For vector u,v € Fg, the result of uxv is defined
as

u*xv = (UO'UO>U1 TV, 7un—1'vn—1)

— Let R := Falx]/(z"—1). Every element y € R has a unique representative y(x) = yo+yi12+- - -+
yr_12" "1 of degree less than 7. We identify y with its coefficient vector y = (vo,...,yr_1) € F}
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whenever no ambiguity arises. A circulant matrix corresponding to the coefficients of y can be
defined as
Yo Yr—1-"""W1

rot(y)=| . . . .| (1)
Yr—1 Yr—2 --- Yo
Then for any y, z € R, the coefficient vector of yz equals rot(y) - z. Moreover, the i-th column

of rot(y) is denoted by Col;(y).
— Suppose i is co-prime to 7, then the map

i s y(x) = y(z')

defines an isomorphism of R to R. Particularly, this isomorphism preserves the Hamming
weight.
— To describe the spectrum of elements in R, the distance between two positions 4, j € {0, ,r—
1} is defined as d(i,j) = min{£(j — ¢) mod r}. For a polynomial h € R, the multiplicity of
a distance 6 counts the number of pairs of its nonzero coefficients separated by §, which is
formally expressed as p(d,h) = [{(4,7) | d(i,5) = 6,h; = h; = 1,0 < i < j < r}|. Then,
the spectrum of h is defined as the set of all valid distances alongside their corresponding
multiplicities, given by Spec(h) = {(d, u(,h)) | 0 € {1,---, [r/2]}}.
— Let Roda ={y € R |wu(y) =1 mod 2}, Reven ={y € R | wr(y) =0 mod 2}
— Denote
° K(w) = {(ho,hl,hg) cR? | wH<h0) = 'LUH(hl) = wH(hg) = w/3},
o E(t) == {(eo0,e1,62) € R® | wr(eo) + wr(e1) + wy(e2) = t},

1.3 Security Definitions

We use OW-CPA and OW-PCA for the deterministic error-vector encryption primitive, IND-CPA
for a randomized transformed PKE where applicable, and IND-CCA for a KEM.

Definition 1 (One-Wayness under Chosen Plaintext Attacks (OW-CPA)). Let PKE =
(KeyGen, Encrypt, Decrypt) be a public-key encryption scheme with plaintext space P, and let Pco
be its public consistency predicate. For the deterministic TRIKE primitive, P = E(t) and

Pco(m,c) =[m € P A Encrypt(pk,m) = ¢].

For a probabilistic polynomial-time (PPT) adversary A, the OW-CPA game is defined as:

Game Gow.cpa(A)

(pk, sk) <= KeyGen()
m* & p

c* + Encrypt(pk, m*)
m’ + A(pk, ¢*)
return Pco(m/, c*)

Crds o do =

The advantage of the OW-CPA adversary A is defined as:
AdvPRE " (A) = Pr[Gow-cpa(A)].

Definition 2 (One-Wayness under Plaintext Checking Attacks (OW-PCA)). Let PKE =
(KeyGen, Encrypt, Decrypt) be a public-key encryption scheme with plaintext space P, and let Pco
be the consistency oracle defined above.

For a PPT adversary A that is allowed to query the plaintext-checking oracle Pco, the OW-PCA
game is defined as:
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Game Gow-pca(A)

(pk, sk) «+ KeyGen()
m* & p
¢* + Encrypt(pk, m*)
m/ < AFco (pk, c*)

)

*

Gris oo~

return Pco(m’,c

The advantage of the OW-PCA adversary A is defined as:
AdvRRE A (A) = Pr[Gow-pca(A)].

Definition 3 (Indistinguishability under Chosen Plaintext Attacks (IND-CPA)). Let
PKE = (KeyGen, Encrypt, Decrypt) be a public-key encryption scheme. For a PPT adversary
A = (Achoose, Aguess), the IND-CPA game is defined as:

Game Ginp-cpa(A)

(pk, sk) < KeyGen()
(m07 ml) — Achoose(pk)
b & (0,1}

¢* < Encrypt(pk, mp)
b < Aguess(pk, c*)
return (b =1')

S G o o =

The advantage of the IND-CPA adversary A is defined as:

- 1
Advpis 7 (A) = |Pr[Ginp-cpa(A)] — 3|
Definition 4 (Indistinguishability under Chosen Ciphertext Attacks (IND-CCA)'). Let
KEM = (KeyGen, Encaps, Decaps) be a key encapsulation mechanism. For a PPT adversary A with
a decapsulation oracle Opecaps(c) such that ¢ # c*, the IND-CCA game is defined as:

Game Ginp-cca(A)

(pk, sk) <+ KeyGen()

b & {0,1)

(ko, ¢*) < Encaps(pk)
k&M

b < AOpecars (pk, ky,, c*)
return (b=1')

S G Lo de =

The advantage of the IND-CCA adversary A is defined as:

1
Advicant N (A) = [Pr[Ginp-cca(A)] — 3|

1.4 Specification of TRIKE

1.4.1 Setup Given a parameter-set identifier, setup fixes r, w,t¢,l, the salt length I, = 128, the
hash functions, and the decoder.

— r is a prime block length for which 2 is a primitive root modulo r; the code length is n = 3r.
— w = 3d is the total secret weight, with odd weight d in each block.

— t is the total error weight across the three blocks.

— [ is the seed, message, fallback-secret, and shared-secret length in bits.

! Although we refer to our security notion as IND-CCA, it is equivalent to the standard IND-CCA2
definition, since the decapsulation oracle remains accessible after the challenge ciphertext is given.
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Hash Functions. Write M = {0,1}! and S = {0, 1}!28. The abstract algorithms use

H17H2:M*>Reven» HB:M*}ROddv
Hy: M X Roqa X S — E(t), L: R — M,
K:MxC— M, C=R?>xMxS.

The security analysis idealizes the relevant functions as random oracles. The domain of L includes
arbitrary decoder candidates; its honest inputs lie in E(¢).

Division and Decoding. Division denotes multiplication by the inverse in R. The decoder is specified
in Section 1.4.4.

1.4.2 Public Key Encryption The underlying PKE primitive has plaintext space E(t) and
consists of the procedures in Algorithms 1-3. Encryption is deterministic for a supplied error vector.
The base PKE samples unfiltered keys; the final KEM additionally applies weak-key rejection.

Algorithm 1: PKE.KeyGen

Input: Fixed system parameters

Output: Public key pk and secret key sk
1: (ho, b1, he) & K(w), 0 &M
2: (tl,tg,’l“l) < (H1(O’),H2(O’),H3(O’))

3: to < (riho + h1)/(r1 +t1), r2 < (h2 +tot2)/(to + ho)
4: pk < (o,712), sk < (o, ho, h1, h2)
5: return (pk,sk)

Algorithm 2: PKE.Encrypt
Input: Public key pk = (o,72) and plaintext e = (eg, e1, e2) € E(t)
Output: Ciphertext (u,v)
1: (tl,tz,’r‘l) < (Hl(J),HQ(O'),Hg(O'))
2: w4 eg+eir: +eare, v eg+ et + eata
3: return (u,v)

Algorithm 3: PKE.Decrypt

Input: Secret key sk = (o, ho, h1, h2) and ciphertext (u,v)
Output: Candidate error vector e’

1: (tl,Tl) — (H1(J),H3(O’))

2: tg (Tlho —+ h1)/(7'1 —+ tl)

3: s« (ho + to)u + tov

4: €' + Decoder(ho, h1, ha, s)

5: return ¢’

1.4.3 Key Encapsulation Mechanism Algorithms 4-6 specify the salted KEM. A fresh inde-
pendent salt ¢ € S is included in both the error-generation input and the ciphertext input to key
derivation. The fallback secret ¢’ is private. Key generation repeats the sparse-key sampling until
the hybrid rejection test in Algorithm 8 accepts.
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Algorithm 4: KEM.KeyGen
Input: Fixed system parameters and weak-key thresholds
Output: Public key pk and secret key sk

repeat

2 (ho, h1,h2) & K(w)

3: until the weak-key rejection test accepts (ho, hi1, h2)

4: 0 & M, o’ Ewm

5: (tl,tg,rl) — (Hl(U),HQ(U),H;;(O'))

6

7

8

[y

: to = (riho + h1)/(r1 + t1), 2 + (h2 + tot2)/(to + ho)
: pk + (0,72), sk « (0,0’ ho, h1, h2)
: return (pk, sk)

Algorithm 5: KEM.Encaps
Input: Public key pk = (o, 72)
Output: Shared secret K and ciphertext c
Lm & M, ¢ Es
: e = (eo,e1,€2) < Ha(m,r2,()
: (u,v) < PKE.Encrypt(pk, e)
i co+— m@L(e)
i ¢+ (u,v,¢2,(), K + K(m,c)
: return (K, c¢)

SO W N

1.4.4 Decoder We adopt a Bit-Flipping (BF) decoder derived from the BIKE-Flipping decoder
and adapted to the structure of TRIKE. The decoder is formalized in Algorithm 7.
Given the secret key (hg, h1, he) and an input syndrome s, the decoder maintains an estimated

error vector
/

e = (66, 6/1’ 6/2)
and a current syndrome s’, initially set to s.

At each iteration, a threshold T is computed as a function of the initial syndrome weight
wg (s), the current syndrome weight wg (s’), and the iteration number. The threshold selection
rule is discussed separately below.

For every position i € {0,...,7 — 1}, the decoder evaluates a counter value for each circulant
block. The counter corresponds to the number of unsatisfied parity-check equations involving the
considered bit and is computed as wy (col;(h;) *x s’), where col;(h;) denotes the i-th column of the
circulant matrix generated by h;, and x denotes the Schur product.

Whenever the counter associated with a bit position is greater than or equal to the thresh-
old T, the corresponding bit of the estimated error vector is flipped. This procedure is applied
independently to all three circulant blocks hg, h1, and hs.

After all candidate flips have been processed, the syndrome is recomputed as

s' = s+ hoey + hi€) + haeh.

The process is repeated for exactly In.x = 7 iterations, without early termination. The final
estimate €’ is then returned as the decoding result.

Threshold Selection. The threshold used in Algorithm 7 depends on both the initial syndrome
weight and the current syndrome weight. Let

The threshold is defined as
T = [max (c,w’ + ¢, T")],
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Algorithm 6: KEM.Decaps

Input: Secret key sk = (0,0, ho, h1, h2) and ciphertext c
Output: Shared secret K

1: (u,v,c2,C) ¢
2: (t1,t2,m1) < (Hi(0),Ha(0), Hs(0))
3: to + (r1ho + h1)/(r1 + t1), r2 < (ha + tot2)/(to + ho)
4: s+ (ho + to)u + tov, e Decoder(ho, hi, ha, S)
5: m’ + ca ®L(€)
6: ¢’ « Ha(m',72,()
7: (u',v") + PKE.Encrypt((o,r2),¢e")
8: if ¢ =€’ and (v/,v) = (u,v) then
9 p—m
10: else
11: p+o
12: end if
13: return K(u,c)
where
CqW + cp + 9, it =1,
2 M
(cqw + ) + Vs =2,
T = 3
B 2M
(cqw + cp) + Ve it=3,
3
M + 6, it > 4,
and i+l
M=21
2

The first term, cqw’ + ¢, provides an adaptive threshold based on the current syndrome weight,
while T’ is computed from the initial syndrome weight and varies with the iteration number.
During the first three iterations, 77 gradually transitions from c,w + ¢, + § to M + 6. From the
fourth iteration onward, it remains constant. The decoder uses the larger of the two values as the
threshold for the current iteration.

The coefficients ¢, and ¢, were initially chosen according to the affine-threshold methodology
described in [8,6]. For a syndrome of weight S, the theoretical threshold can be expressed as a
function F;(S), where ¢ denotes the error weight. Since direct evaluation of F3(S) is impractical
during decoding, it is approximated by an affine function

£.(S) = aS +b.

The coeflicients are obtained from a local linear approximation around the average syndrome weight

Savga
a = Ft(Savg + 1) - Ft(Savg)v

b = Ft(San) — CLSavg.

This affine approximation provides a reference relationship between syndrome weight and threshold,
which serves as the basis for selecting the coefficients ¢, and ¢,. In practice, the values suggested
by the affine-threshold analysis were used only as initial reference points. The final parameters
(Ca,cp,d) were obtained through empirical tuning to optimize decoding performance and mini-
mize the decoding failure rate. The resulting parameter sets are reported in Table 2. The same
parameters are subsequently used for the DFR estimation presented in Section 3.

1.5 Parameter Sets of TRIKE

We propose five parameter sets, TRIKE-1/3/5/7/9, targeting classical security levels of 128, 192,
256, 384, and 512 bits and quantum security levels of 80, 96, 128, 192, and 256 bits, respectively,
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Algorithm 7: TRIKE Bit-Flipping Decoder

Input: Secret key (ho, hi, h2), syndrome s, maximum number of iterations Imax, threshold
coefficients ¢,, ¢, 6
Output: Error vector e

L, , threshold (w, w’,it, cq, cp, §)
1: Initialize ¢’ < 0,8 = s
2: for it = 1 to Ipax do 1: Thow — Cq - W' +cp
3: T = threshold(wr (s), wr(s"), it, Ca, b, O) 2: Tinit <= Ca-w+cp
4: fori=0tor—1do 3 M+ (d+1)/2
5 if wi(Col;(ho) xs’) > T then 4: if it = 1 then
6: eo; = €0; D1 5 T ¢« Tt + 96
7 end if 6: else if it = 2 then
8: end for 7 T+ (2Tmie + M)/3+6
9: fori=0tor—1do 8: else if it = 3 then
10: if wi(Col;(h1)*s’) > T then 9: T < (Tinit +2M)/3+ 6
11: e, =e; ®1 10: else
12: end if 11: T« M+$6
13: end for 12: end if
14: fori=0tor—1do 13: return [max(Thow,T")]
15: if wi(Col;(h2) xs’) > T then
16: eh; = eh, D1
17: end if
18: end for
192 S/ = S—|—h066 +h1€/1 —|—h26l2
20: end for
21: return ¢’

for the underlying code-based problems. TRIKE-1/3/5 correspond to NIST security levels 1/3/5.
The ICCS instantiation provides TRIKE-1/5/7/9. The detailed parameters are given in Table 1,
and the decoder coefficients are listed in Table 2. The DFR targets are evaluated using the model
and estimates in Section 3; the security of the complete KEM also depends on its symmetric
instantiation and the reductions in Section 4.

Table 1. Suggested TRIKE parameters.

Instance Classical Quantum r w t l Target DFR
TRIKE-1 128 80 9,437 81 201 256 g-128
TRIKE-3 192 96 19,181 123 319 256 g-192
TRIKE-5 256 128 32,987 165 429 256 27256
TRIKE-7 384 192 62,981 249 659 512 9384
TRIKE-9 512 256 103,043 333 877 512 27512

Weak-key thresholds and observed rejection rates are given in Section 3.4, with further analysis
in Sections 3.5 and 3.6; serialized sizes and performance results are given in Section 2.

2 Performance Analysis

2.1 Experimental Setup

The benchmarking platform. The experiments were carried out on a server node equipped
with an Intel®Xeon® Platinum 8362 processor (Ice Lake generation) operating at a base frequency
of 2.80 GHz. The platform is configured with approximately 1.5 TB of RAM and a multi-level cache
hierarchy, including 48 KB L1d cache, 32 KB L1i cache, 1,280 KB L2 cache per core, and 49,152
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Table 2. Suggested decoder coefficients, with Imax = 7.

Instance Ca Cp é
TRIKE-1 0.003234304810124655 6.772697599995158 2
TRIKE-3 0.002270835815881611 8.361152569725370 4
TRIKE-5 0.001814289691331794 10.245471078802690 5
TRIKE-7 0.001307161747313046 13.918322678122260 5
TRIKE-9 0.001063919519694423 18.546349651657760 6

KB shared L3 cache. Hyper-threading and Turbo Boost were disabled during benchmarking to
ensure stable cycle measurements.

OS and compilation. The implementations were written in C and built using CMake (version
4.2.3). The code was compiled with gcc (Ubuntu 11.4.0) in 64-bit mode, using the optimization
flags “-03”, “Aflto”, and “-funroll-all-loops”. The implementation uses the vector-PCLMULQDQ
instruction and AVX512 architecture extensions, and all experiments were conducted on a Linux
(Ubuntu 22.04.1 LTS) operating system.

2.2 Storage and Communication Bandwidth

Let B = [r/8] and M = [I/8] denote the byte lengths of a ring element and a message, respectively.
The serialization stores each of the 3d nonzero-bit positions in the private key as a 32-bit integer
and pads the private key to a multiple of four bytes. Thus, the serialized lengths in bytes are

12d B+ 2M
|sk| = 4 {TW . |pk| =B+ M,
|ct| = 2B + M + 16, ss| = M.

The additional 16 ciphertext bytes encode the 128-bit salt (. The communication bandwidth,
defined as the sum of the public-key and ciphertext lengths, is 3B + 2M + 16 bytes. Table 3 gives
the resulting serialized sizes. The ICCS implementations support TRIKE-1/5/7/9; TRIKE-3 is
also included in the size comparison at NIST Security Level 3.

Table 3. TRIKE serialized key, salted ciphertext, and shared-secret sizes (in bytes).

Instance TRIKE-1 TRIKE-3 TRIKE-5 TRIKE-7 TRIKE-9
Private key 3,928 7,752 13,096 24,744 40,104
Public key 1,212 2,430 4,156 7,937 12,945
Ciphertext 2,408 4,844 8,296 15,826 25, 842

Shared secret 32 32 32 64 64
Bandwidth 3,620 7,274 12,452 23,763 38,787

The private key stores hg, hi, hy as lists of nonzero-bit positions, the packed binary vectors
hg, to, T2, and the seeds o, ¢’. This representation avoids reconstructing data used during decapsu-
lation. Other private-key representations, including seed-based storage, offer different space—time
trade-offs. We therefore compare public-key size, ciphertext size, and bandwidth with other code-
based KEMs.

Table 4 compares the TRIKE parameters with the cited parameter sets of Classic McEliece [9],
BIKE [1], and HQC [2], at NIST Security Levels 1, 3, and 5. The TRIKE ciphertext sizes include
the salt. Among these parameter sets, TRIKE has the smallest public keys; its bandwidth is
approximately 54%, 54%, and 57% of the corresponding HQC bandwidth at Levels 1, 3, and 5,
respectively.

10
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Table 4. Communication sizes of the cited code-based KEM parameter sets (in bytes).

Security level Scheme Public key Ciphertext Bandwidth
McEliece348864 261,120 96 261,216
BIKE-1 1,541 1,573 3,114
Level 1
HQC-1 2,241 4,433 6,674
TRIKE-1 1,212 2,408 3,620
McEliece460896 524,160 156 524,316
BIKE-3 3,083 3,115 6,198
Level 3
HQC-3 4,514 8,978 13,492
TRIKE-3 2,430 4,844 7,274
McEliece6960119 1,047,319 194 1,047,513
BIKE-5 5,122 5,154 10,276
Level 5
HQC-5 7,237 14,421 21,658
TRIKE-5 4,156 8,296 12,452

2.3 Reference Implementation

The reference implementation is written in ISO C99 for little-endian platforms and does not require
architecture-specific instruction sets. As with the BIKE reference implementation, constant-time
execution is not guaranteed.

Polynomial arithmetic over R is implemented using Karatsuba multiplication together with
the fast polynomial inversion method described in [10]. Decapsulation employs the TRIKE bit-
flipping decoder described above, with seven fixed decoding iterations and integer arithmetic for the
threshold computation. The performance of the reference implementation with the ICCS interfaces
is reported in Table 5.

Table 5. ICCS reference implementation of TRIKE (in 10® TSC ticks).

Instance TRIKE-1 TRIKE-5 TRIKE-7 TRIKE-9
KeyGen 88,117 832,874 918,204 2,644,543
Encaps 9,022 76,320 81,118 232,851

Decaps 39,439 299,212 722,666 1,754,817

2.4 Optimized Implementation

The optimized implementation is written in C11 and uses AVX512 and Intel vector-PCLMULQDQ
instructions on x86-64 processors to accelerate the main arithmetic and decoding operations.

For arithmetic on R, polynomial multiplication is implemented using recursive Karatsuba mul-
tiplication, with the 512-bit base case accelerated by vector-PCLMULQDQ following [11]. Polyno-
mial inversion follows the fast inversion approach of [10]. The TRIKE bit-flipping decoder is also
vectorized with AVX512 to accelerate its dominant operations. The AVX512 code path retains the
fixed seven-iteration decoder structure and runs in constant time.

The performance of the optimized implementation with the ICCS hash and PRG interfaces is
reported in Table 6.

The performance figures in Table 6 are influenced by the hash and PRG interfaces provided
by the ICCS benchmarking framework. Since these interfaces differ from those commonly used

11
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Table 6. ICCS optimized implementation of TRIKE (in 10® TSC ticks).

Instance TRIKE-1 TRIKE-5 TRIKE-7 TRIKE-9
KeyGen 2,730 11,871 23,792 46,297
Encaps 1,627 4,513 7,769 12,651
Decaps 2,103 9,357 21,525 48,281

in NIST PQC software benchmarks, we also benchmarked optimized TRIKE-1, TRIKE-3, and
TRIKE-5 using AES for pseudorandom generation and SHA2 for hashing, consistent with the
primitive choices in the optimized BIKE implementation. Table 7 compares the performance of
optimized TRIKE and BIKE [1] at NIST Security Levels 1, 3, and 5, using similar benchmarking
methods and API interfaces on different platforms.

Table 7. Performance comparison between optimized TRIKE and BIKE using AES/SHA2 (TRIKE: 103
TSC ticks; BIKE: 10% cycles).

Level 1 Level 3 Level 5
Instance TRIKE-1 BIKE-1 TRIKE-3 BIKE-3 TRIKE-5 BIKE-5
KeyGen 2,162 366 5,551 1,049 10, 525 2,643
Encaps 200 74 450 164 963 325
Decaps 682 1,177 2,150 3,512 5,750 9,106
Encaps + Decaps 882 1,251 2,600 3,676 6,713 9,431

TRIKE requires more ring arithmetic than BIKE in KeyGen and Encaps, resulting in higher
execution costs for these two operations. Nevertheless, TRIKE benefits from a significantly smaller
parameter d, which directly reduces the complexity of the bit-flipping decoding process and leads
to substantial gains in decapsulation performance. At NIST Security Levels 1, 3, and 5, the Decaps
costs in Table 7 are reduced by 42.1%, 38.8%, and 36.9%, respectively, compared with BIKE.
The combined encapsulation and decapsulation costs are reduced by 29.5%, 29.3%, and 28.8%,
respectively. This performance trade-off may be beneficial in practical deployments, such as TLS
servers where decapsulation accounts for a substantial share of the workload. In such settings,
TRIKE’s faster decapsulation could improve throughput and reduce server-side latency.

3 Decryption Failure Rate Analysis

3.1 Theoretical DFR Model

The DFR analysis of the bit-flipping decoder uses a model inspired by the finite-length scaling
(FLS) behavior of iteratively decoded LDPC codes [12]. In the waterfall region, the decoding
failure probability around the asymptotic threshold is characterized, to first order, by a Gaussian
scaling law with a transition width of order 1//n.

In our setting, the error vector is sampled uniformly from all vectors of weight ¢, which can be
viewed as transmission over a uniform fixed-weight additive noise channel. We use

as its normalized channel parameter. Although the errors are not independent due to the fixed-
weight constraint, their distribution on any bounded local neighborhood converges to that of inde-
pendent Bernoulli errors with parameter o as n increases. Moreover, the QC-MDPC Tanner graph
is regular, with variable-node degree d and check-node degree 3d. Therefore, for fixed d and a fixed

12
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decoder configuration, varying the circulant size r (and hence n) preserves the asymptotic local
decoding dynamics, while the dominant variation is captured by the finite-length scaling.
Accordingly, we model the DFR in the waterfall region as

x/ﬁ(o**—o*))’

«

DFR@Q(

where @ is the Gaussian @Q-function, o* denotes the asymptotic decoding threshold, and « is the
scaling parameter that characterizes the width of the waterfall region. This form is equivalent, up
to a rescaling of «, to the canonical FLS expression in terms of channel capacity, since any smooth
channel parameterization is locally equivalent around the decoding threshold.

For the practical decoder considered here, analytically determining o* and « is difficult due
to the fixed number of iterations and the specific bit-flipping update rules. We therefore estimate
these parameters from empirical DFR measurements at smaller code lengths and use the resulting
FLS model for extrapolation.

For a fixed error weight ¢, substituting o = t/n into the FLS model and applying the inverse
Q-function gives

Q 1(DFR) tl1 oF

vn an o

Setting z = 1/n and y = Q~1(DFR)/\/n yields y = ax + b, where a = —t/a and b = 0*/a. We
estimate a and b by ordinary least squares on the transformed measurements and use the fitted
relation to extrapolate the DFR to the target code length.

3.2 Validation of the FLS-Based DFR Model

To validate the suitability of the proposed FLS-based linear model, we compare its fitting per-
formance with the conventional extrapolation method commonly used in QC-MDPC-based cryp-
tosystems from [6]. In that approach, the curve in the (r,log,(DFR)) domain is typically concave
over the parameter range of interest, and a conservative upper bound is obtained by extrapolating
along the secant determined by the last two available data points.

Using a representative dataset measured for the TRIKE-1 instance, the FLS linear model
exhibits a significantly better fitting accuracy. In particular, the coefficient of determination reaches
R? = 0.9998, compared to R? = 0.9843 for the direct linear fit in the (r,log,(DFR)) domain.

This difference is consistent with the observed geometric behavior of the two models. The
function r +— log,(DFR) exhibits a concave profile with decreasing slope, so a global linear ap-
proximation is inherently inaccurate. For this reason, previous estimates typically rely only on the
secant determined by the last two points to obtain a conservative upper bound, as illustrated in
Figure 1. However, such a construction does not exploit all available data and generally produces
a looser estimate.

By contrast, after the FLS transformation, the relation between

-1
y— @ OFR) 4 w=t
Vn
is observed to be highly linear, as shown in Figure 2, making ordinary least-squares fitting directly
applicable. The resulting regression captures all measured points with substantially smaller residual
error and provides a tighter extrapolation toward the target parameter.

The fit supports the use of the FL.S model over the measured range. Extrapolation far below the
observable failure rates remains a modeling assumption; the fit alone does not establish a rigorous
DFR upper bound or exclude an error floor.

3

3.3 Concrete DFR Estimate

To estimate the DFR at our target parameter ri.s;, we perform independent decoding experi-
ments at smaller circulant sizes r, with bit-flipping decoding fixed to 7 iterations. We construct
Clopper—Pearson confidence intervals for the measured DFRs and propagate them through the

13
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Fig. 1. Conventional linear extrapolation. Fig. 2. FLS-based least-squares fitting.

FLS transformation and pairwise linear extrapolation. The interval construction and selection pro-
cedure are detailed in Appendix B. The resulting model-based DFR, estimates are presented in
Table 8. The measured input intervals use a 95% confidence level. The contribution of structured
weak keys is examined separately below.

Table 8. Model-based DFR estimates for the selected parameter sets.

TRIKE-1? TRIKE-3 TRIKE-5 TRIKE-7 TRIKE-9
T 9,437 19,181 32,987 62,981 103,043
log,(DFR) —174.40 —193.41 —271.58 —393.30 —560.01

The FLS-based DFR model provides an extrapolated estimate of the decoding failure rate
of the TRIKE bit-flipping decoder for the selected parameter sets. However, it characterizes the
typical behaviour of the decoder and may not fully capture failures caused by specific structural
properties of the key or error patterns. In particular, two types of phenomena may affect the DFR:
weak keys, namely decoding failures induced by structured keys, and error floors, namely decoding
failures induced by structured error patterns. While our simulations show good agreement with
the FLS-based predictions, it remains difficult to precisely quantify the contribution of the error
floor in the very low-DFR regime. In fact, in coding theory, accurately characterizing the low-
DFR regime has long been a challenging open problem. As noted in the BIKE specification [1], it
remains unclear whether error patterns close to identified near-codewords dominate the DFR in
the error-floor region. Accordingly, in this section we consider weak keys and show how they can
be efficiently detected and rejected.

3.4 Weak-Key Rejection

To address the weak-key classes identified in [6,7], we employ a hybrid rejection test, combining an
intra-block 4-cycle statistic inspired by [13] with a direct bound on cyclic inter-block intersections.
For each circulant block h;, let u(d, h;) count unordered support pairs at circular distance ¢, where
the distance between positions a,b is min{|a — b|,r — |a — b|}. Define

= 3 ("),

6=1
where rs¢(h;) is the number of intra-block 4-cycles.
2 For TRIKE-1, smaller primitive primes offer no significant size reduction. We therefore choose r = 9,437

to provide a more conservative DFR margin.

14
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For two distinct blocks h; and h;, define their maximum cyclic intersection as

t(hi, hy) = nax wg (h; x 2°hyj).
Here x denotes coeflicientwise multiplication, so the Hamming weight counts the intersection of
the two shifted supports.
A candidate key is rejected if so(h;) > s for any block or ¢(h;, h;) > k for any pair of dis-
tinct blocks. Algorithm 8 summarizes the test, and rejected candidates are resampled during key
generation.

Algorithm 8: Weak-Key Rejection Test

Input: Candidate key (ho, h1, h2), thresholds s,
Output: Rejection flag b (1 for rejection)

1: b« 0

2: for i =0,1,2 do

3. b+ bV [so(hy) > s
4: end for

5 for 0 <i<j<2do

6: b+ bV [lhihs) > K]
7: end for

8: return b

The thresholds used for the selected parameter sets are given in Table 9. The resulting rejection
rate is below 1% for all instances, corresponding to a security loss below 0.015 bits according to
the analysis in Section 4.2.

Table 9. Weak-key rejection thresholds and measured rejection rates.

TRIKE-1 TRIKE-3 TRIKE-5 TRIKE-7 TRIKE-9
s 28 59 105 235 433
K 5 5 5 6 6
Rejection rate 0.79% 0.82% 0.53% 0.92430% 0.97583%

3.5 Inter-Block Weak Keys

The inter-block test directly targets Type III weak keys of [6]. We define a Type III weak key with
parameter m as a key h = (hg, hi, ha) such that

wg (hy % 2°hy) =m

for some distinct 4,5 € {0,1,2} and § € {0,...,r — 1}. For independent uniform supports of size
d, fixing the block pair and shift gives the hypergeometric probability

(6
(@)
A union bound over the three block pairs and r shifts therefore gives
() (12 } |
(%)

T[][(m) S min {1,
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This bounds the class with an intersection of exactly m somewhere; a bound on the class with an
intersection at least x sums over m > k.

Since ¢(h;, hj) > m, every such key with m > & is rejected deterministically, giving a conditional
miss rate of pmiss = 0.

We set k = 5 for TRIKE-1, TRIKE-3, and TRIKE-5, and x = 6 for TRIKE-7 and TRIKE-9.
Across all five parameter sets, we observed no decoding failures for m < 13 in our experiments,
suggesting that the chosen thresholds x = 5 and x = 6 are conservative. Table 10 summarizes
the corresponding parameters and density bounds at the rejection threshold m = k. These results
show that the inter-block test deterministically rejects the targeted Type III weak-key classes even
when their density bounds are relatively large, demonstrating the effectiveness of the rejection
procedure.

Table 10. Parameters and densities of Type III weak keys.

Instance m log, (Density)
TRIKE-1 5 —11.80
TRIKE-3 5 —9.48
TRIKE-5 5 —8.20
TRIKE-7 6 —11.79
TRIKE-9 6 —10.19

3.6 Intra-Block Weak Keys

The Type I and Type II structures of [6] induce atypically large multiplicities in the distance
spectrum and are suppressed by the intra-block statistic. In our evaluation, their contributions to
the average DFR are smaller than those of weak keys satisfying the gathering property [7], so we
do not consider them separately.

We call a key h = (hg, h1, ha) a weak key satisfying the (rs, €)-gathering property if

hi = ¢s(x'h) + hY)

for some i € {0,1,2}, 6 € {1,...,(r—1)/2}, and | € {0,...,r — 1}, where deg(h}) < rs, wu(h}) =
d—e€, wy(h!) =€, and wy (h;) = d. The density of such weak keys is bounded by

3r(r—1) Z;‘;dfe (di;ie) (T?) )

Tgather < 9 (2)

Our experiments consider ¢ = 0 and evaluate the gathering classes listed in Table 11. The
resulting estimates concern these classes and do not exhaust all possible weak-key structures. We
first identify gathering weak-key classes whose conditional DFRs are experimentally observable,
on the order of 1076 to 107°. For each prescribed gathering property, we repeatedly sample se-
cret keys satisfying this property and execute the TRIKE bit-flipping decoder on independently
sampled ciphertext errors. The observed failure frequency estimates the conditional DFR, of the
corresponding class before rejection.

We evaluate the probability that these weak keys survive the rejection test. To avoid any
assumption of independence between decoding failure and acceptance, we conservatively allow
every surviving weak key to cause a decoding failure.

Specifically, let G denote a gathering weak-key class and Acc the event that a key passes the
full rejection test. Define the conditional miss rate as

Pmiss = Pr[Acc | G].
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Writing p = Pr[—Acc], the contribution of this class to the DFR among accepted keys satisfies

Pr[Fail A G | Ac] < LHIIPTACC| G PriG]pmiss

1-p 1—p

Let puiss denote the modeled probability that the gathering block passes its intra-block test
under the distance-spectrum approximation of [14]. Since passing the full rejection test requires this
block to pass, Pmiss estimates an upper bound on py,;ss under the model. The detailed model and
an independent empirical consistency check are given in Appendix A. Substituting this estimate
into the contribution bound gives a model-based evaluation; the extremely small probabilities in
the resulting extrapolation are not measured directly.

For the post-rejection evaluation, we define

Sum = 10g2 (DenSitY) + 10g2 (ﬁmiss)v

where Density denotes the density bound above. The product 25"™ bounds the surviving weak-key
density under the model.?

Table 11 summarizes the selected gathering weak-key classes, their density bounds and mea-
sured conditional DFRs, and the evaluation of the rejection test. The logarithmic miss-rate and
Sum entries are —oo for the deterministic zero-miss cases.

Table 11. Evaluation of filtering effectiveness against weak keys satisfying the gathering property.

Instance s T log,(DFR) log, (Density) logs (Pmiss) Sum
550 —19.45 —88.96 —109.74 —198.70
TRIKE-1 28 | 500 —18.40 —92.63 —127.41 —220.04
450 —16.16 —96.70 —149.47 —246.17
850 —18.35 —161.03 —491.82 —652.85
TRIKE-3 59 | 800 —17.40 —164.61 —534.25 —698.86
750 —16.03 —168.44 —00 —00
1050 —20.08 —249.20 —00 —00
TRIKE-5 105 | 1000 —18.61 —253.11 —00 —00
950 —17.70 —257.22 —00 —00
1700 —16.84 —407.28 —00 —00
TRIKE-7 23511800 —17.76 —400.36 —00 —00
1900 —18.61 —393.81 —00 —00
1800 —14.41 —623.18 —00 —00
TRIKE-9 433 | 1900 —15.44 —614.33 —00 —0o0
2000 —16.61 —605.95 —00 —00

For TRIKE-1 and TRIKE-3, the largest values of Sum among the evaluated classes are —198.70
and —652.85, respectively. Under the distance-spectrum model, the corresponding per-class contri-
bution bounds remain below the target DFRs even if every surviving weak key causes a decoding
failure. For TRIKE-5, TRIKE-7, and TRIKE-9, all evaluated gathering classes are rejected deter-
ministically. These conclusions concern only the evaluated weak-key classes.

3 Density is measured over the full key space. Normalizing to the accepted-key space gives the contribution
bound 25" /(1 — p). Since p < 1%, this correction is negligible.

17



4. SECURITY PROOFS Table of Contents

4 Security Proofs

4.1 Security Assumptions and Hardness Reduction

In this subsection, we present the formal definitions of the underlying security assumptions. We
then show that the hardness of these assumptions can be reduced to well-established problems,
such as 3-QCCF and (2,3)-QCSD.

Specifically, we first introduce the Ratio Quasi-Cyclic Codeword Finding (RQCCF) problem
and prove that its hardness reduces to that of the standard 3-QCCF problem?.

All distributions in this subsection use ideal uniform sampling. For a decision problem, the
distinguishing advantage is the absolute difference between the probabilities of outputting 1 on its
structured and uniform distributions. This convention differs from the centered guessing advantage
used for IND experiments.

Definition 5 (3-QCCF Distribution). The 3-QCCF distribution samples vectors (hg, h1, ha) &

hotxhy
ho

K(w), x & Reven, computes y and outputs (x,vy).

Definition 6 (3-QCCF Problem). The 3-QCCF problem asks to decide with non-negligible
advantage whether (x,y) came from the 3-QCCF distribution or the uniform distribution Repen X
Rodd-

Definition 7 (RQCCF Distribution). The RQCCF distribution samples vectors (hg, h1, ha) &

ha+tahg

$
K(w), t1,t2 ¢ Reven X Reven, computes x < P

and outputs (t1,ta,x).

Definition 8 (RQCCF Problem). The RQCCF problem asks to decide with non-negligible ad-
vantage whether (t1,t,x) came from the RQCCF distribution or the uniform distribution Reyen X
Reven X 7—\{odd-

Lemma 1 (Bijection Preserves Uniform Independence). Let Sy,..., Sy and T, ..., Ty be
finite sets, and let
f:S1x xS, =Ty x--xTy

be a bijection. If (x1,...,%y) is uniformly distributed over S; X -+ x Sy, then
(y17°"7ym) = f(xlv'”axm)

s uniformly distributed over Ty X - - - X Ty, In particular, y1, . .., Ym are mutually independent and
uniformly distributed over Ty, ..., Ty,, respectively.

Proof. Let N =[]~ |S:| = ITi~, |Ti|, where the equality follows from the bijectivity of f.

Since (1, ..., %y) is uniformly distributed over Sy x -+ x Sy, for any (s1,...,8m),
1
Pr[(mla v axm) = (81, ey Sm)] = N

Let (y1,...,9m) = f(z1,...,2m). For any (t1,...,ts), by bijectivity there exists a unique
(s1,---,8m) such that
f(Sl,...,Sm) = (tl,...,tm).

Hence )
Pr[(y1,- s Ym) = (t1, ..., tm)] = N’
which shows that (y1,...,¥m) is uniformly distributed over Ty x --- x T},,.
For any i € {1,...,m} and t; € T}, we have
[T 1
Prly; = t;] = Pr((yr, . ym) = (t1, .o )] = 2200~
t; €T}
J#i

4 Throughout the security analysis, we omit the negligible statistical term O(27") resulting from the
unique non-invertible element of Rodd.
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Finally, for any (¢1,...,tm),

1
|Ti]

Pr[yz - tz}a

s

K3

1 m
Pr[?/l:tl,ou,ym:tm]:f:H
N

Il
-

which proves mutual independence.

Theorem 1 If there exists a PPT adversary that solves the RQCCF problem with advantage e,
then there exists a PPT adversary that solves the 3-QCCE problem with the same advantage e.

Proof. Adversary Construction. Let A be an adversary for the RQCCF problem. We construct
an adversary B for the 3-QCCF problem as follows.

— Given a challenge (x,y), B samples ¢; & Reven and sets to  x + t1y.

— B runs A with input (¢1, t2,y) and receives the output of A.

— If A answers the RQCCEF distribution, then B outputs the 3-QCCF distribution. Otherwise, B
outputs the uniform distribution.

Distribution matching. We then analyze the two cases.

(1) (z,y) is sampled from the 3-QCCF distribution. Then there exist (hg, h1, ho) & K(w) such
that y = % We first show that to is uniformly distributed over Reyen and independent of ¢y.
2
Substituting y, we rewrite ¢y as

14+ ——

ho + xh tih tih
t2x+t1yx+t1~01x< 11)+10

Iy Iy Iy
Let th th
A=14+21  p_ 2o
Ty Iy

With t1 € Reven and 1 € Roqq, we have A € Ryqq. Thus the map
(thx) — (tl,tg = Ax + B)

is a bijection. With the bijection from (¢1,x) to (t1,t2) and Lemma 1, (¢1,¢2) is uniform random
on Rﬁ’UC'fL X Re'uen'
Next, we show that (¢1,¢2,y) follows the RQCCEF distribution. By definition, it suffices to show

that there exist (hg, by, ho) & K(w) such that

. ha + taho
hy +t1ho
Define - - -
ho = hl, h1 = hQ, hg = ]’Lo.

Then the above equality becomes
_ ho +tahy

Y hat tihy
To prove this equality, it suffices to verify that

y(hg +t1hy) = ho + tahy.
Substituting to = x + t1y, the right-hand side becomes
ho + (z + t1y)h1 = ho + xhy + t1yhy.
Thus, it suffices to show that

yho 4+ t1yh1 = ho + xh1 + t1yh,.
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Cancelling the common term t;yh; from both sides, we reduce to

yha = ho + zh,
which holds by the definition of y in the 3-QCCF distribution.
Therefore, ~ ~
_ ho + tahg
hy + tiho’

and hence (t1, t2,y) is distributed exactly as an RQCCF sample.

(2) (x,y) is uniformly sampled from Repen X Roda- With to = z + t1y, we can construct a
natural bijection from (t1,x,y) to (t1,t2,y). With Lemma 1, (¢1, t2, y) is uniformly distributed over
Reven X Reven X 7?fodd-

Conclusion. In both cases, the distribution given to A is identical to its respective distribution
of RQCCF problem. Therefore, B perfectly simulates the RQCCF problem, and its advantage is
equal to that of A, namely e.

Then we introduce the definition of the 3-TRIKE problem, which corresponds to the security
against key recovery attack of our scheme. Furthermore, we prove that the hardness of 3-TRIKE
can be reduced to that of RQCCEF.

Definition 9 (3-TRIKE Distribution). The 3-TRIKE distribution samples vectors (hg, b1, hz)

ho+tahg

$ 3$
< K(w), t1,t2,71 ¢ Reven X Reven X Rodd, compules ra < ta + (r1 + 1) 220

(t17t27’r17r2)-

and outputs

Definition 10 (3-TRIKE Problem). The 3-TRIKE problem asks to decide with non-negligible
advantage whether (t1,t2,71,712) came from the 3-TRIKE distribution or the uniform distribution
Reven X Reven X Rodd X 7?rodd-

Theorem 2 If there exists a PPT adversary that solves the 3-TRIKE problem with advantage €,
then there exists a PPT adversary that solves the RQCCF problem with advantage €.

Proof. Adversary Construction. Let A be an adversary for the 3-TRIKE problem. Then we
construct an adversary B for the RQCCEF problem as follows.

— Given an instance (t1,ta,2) of the RQCCF problem, B samples rq & Roqq and computes
ro =19 + (7“1 + tl)l‘.

— B runs A with input (¢1,t2,71,72) and receives the output of A.

— If A outputs that the input is from the 3-TRIKE distribution, B outputs the RQCCF distri-
bution. Otherwise, B outputs the uniform distribution.

Distribution matching. We also analyze two cases.

(1) z = hzimzz as in the RQCCF distribution. Then (t1,t2,71,72) is distributed exactly as
3-TRIKE by the definition of 3-TRIKE.

(2) « is uniform in R,44. Then we can construct a bijection from (t1,t2,71, ) to (t1,t2,71,72).
With Lemma 1, (t1,t2,71,72) is uniform random distribution on Repen X Reven X Rodd X Rodd-

Conclusion. Therefore, the advantage of B in distinguishing RQCCF from uniform is exactly the
same as the advantage of A in distinguishing TRIKE distribution from uniform.

Next, we introduce the (2,3)-TRIKE problem, which characterizes the security against message
recovery attacks, and prove that its hardness reduces to that of (2,3)-QCSD.

Definition 11 ((2,3)-QCSD Distribution). The (2,3)-QCSD distribution samples vectors

3 3$
(607617 62) <~ E(t)7 T,y < Reven X Rodda

computes u — ey + xeg, v < ey + yeg and outputs (z,y,u,v).
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For any integer ¢, its parity is denoted p(t) € {odd, even}. Let Ry ) = (Reven X Rp(r)) U
(Rodd X Rp(t+1))~

Definition 12 ((2,3)-QCSD Problem). The (2,8)-QCSD problem asks to decide with non-
negligible advantage whether (x,y,u,v) came from the (2,3)-QCSD distribution or the uniform
distribution Reven X Rodd X Ra p(t)-

Definition 13 ((2,3)-TRIKE Distribution). The (2,3)-TRIKE distribution samples vectors

$ $
(e, e1,e2) < E(t), t1,t2,71,72 ¢ Reven X Reven X Rodd X Rodd, computes u < eq +rie; + raea,
v 4 eg + t1e1 + taes and outputs (t1,t2,r1,72, U, V).

Definition 14 ((2,3)-TRIKE Problem). The (2,3)-TRIKE problem asks to decide with non-
negligible advantage whether (ti,ta,r1,72,u,v) came from the (2,3)-TRIKE distribution or the
uniform distribution Reven X Reven X Rodd X Rodd X Rpy X R.

Theorem 3 If there exists a PPT adversary that solves the (2,3)-TRIKE problem with advantage
€, then there exists a PPT adversary that solves the (2,3)-QCSD problem with advantage .

Proof. Adversary Construction. Let A be an adversary for solving the (2,3)-TRIKE problem.
Then we construct an adversary B for the (2,3)-QCSD problem as follows.

— Given an instance (z,y,u,v) of (2,3)-QCSD problem, B samples ¢, 71 & Reven X Rodd-

— B sets (ta,re,u',v") = (t1y + x, 11y + 2,710 + u, t10 + u).

— B runs A with input (¢1,te, 71,72, u’,0).

— If A outputs that the input is from (2,3)-TRIKE distribution, B outputs the (2,3)-QCSD
distribution. Otherwise, B outputs the uniform distribution.

Distribution Matching.

We first prove that the distribution (1,71, t2,72) is identical to the uniform distribution over
Reven X Rodd X Reven X Rodd- Since t1 + 11 € Roqd, the equations to = t1y + x, 70 = 71y + = have
a unique solution for (z,y). Thus the map from (t1,71,z,y) to (t1,71,t2,72) is a bijection. With
Lemma 1, (t1,7r1,t2,72) is a uniform distribution over Reyen X Rodd X Reven X Rodd-

Then we analyze two cases.

(1) (z,y,u,v) follows the (2,3)-QCSD distribution. So J(eg, e1, e2) & E(t) sit. u = eg + xey
and v = e; + yeo. With v/ = riv +u and v/ = t;v + u, we can verify that v’ = rv +u =
rie1+riyes+egtrey = eg+rier+roex and v’ = tivtu = tie; +t1yes +eg+xex = eg+tie; +ize,
which is exactly the definition of the (2,3)-TRIKE distribution.

(2) (z,y,u,v) follows the uniform distribution. Since t; + 71 € R,qq, the equations v’ =
r1v + u, v’ = t1v + u have a unique solution for (u,v). Thus the map from (t1,71,%2,72,u,v) to
(t1,71,t2,72,u’,v") is a bijection. With Lemma 1, (¢1,t2,71,72,u,v’) is a uniform distribution over
Reven X Reven X Rodd X Rodd X Rp(t) X R.

Conclusion. As a result, B succeeds if and only if A solves the (2,3)-TRIKE problem, which
completes the proof.

4.2 OW-CPA Security

We first analyze PKE, which differs from the PKE in Section 1.4.2 only by sampling (¢1,t2,71)
uniformly and storing them explicitly rather than deriving them from o. Its plaintext space is E(t),
and OW-CPA success means recovering any error vector consistent with the challenge ciphertext.

Let
: (")
Emd(r,t) == min< 1, 53T (

which is negligible for t = O(+/r). The construction and proof below establish the following bound.

Theorem 1 (OW-CPA Security). For any PPT OW-CPA adversary A’ against the PKEq
scheme, there exist PPT distinguishers By and Bs such that

Advg\l/(V]:}CUPA(A/) < Advs.qccr (By) + AdV(gﬁ)_chD (BQ) + Ernd (7‘, t).
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Construction and Proof.
The algorithms of PKE( are as follows.

— KeyGeny:
e Output: a public key pk and a secret key sk.
3
(ho, hl, hg) — K(w)

3$
(t1:t277g) 7 Reven >:l,R'e'uen X 7?fodd~
riho+hs 2+tot2
to ridt 72 = to+ho °
pk < (t1,t2,71,72), sk < (t1,71, ho, b1, ha).

Return (pk, sk).
— Encrypt:
e Input: pk = (t1,t2,71,72) and e = (eq, €1, e2) € E(t).
e Output: (u,v) € Ry x R.
® U< eg+ery+esrs, v ey ety + eats.
e Return (u,v).
— Decrypt:
Input: sk = (¢1,71, ho, h1, ha) and (u,v).

e Output: ¢ € E(t) U {L}.

° to < %.

® S (ho + to)u — tov.

o ¢’ « Decoder(hg, h1, ha, s).
e Return ¢'.

We use a relation-based formulation of OW-CPA security. In particular, the adversary succeeds
by outputting any valid error witness for the challenge ciphertext.

Definition 15 (Valid Error Witness). For any candidate e € E(t) U {L}, define the Boolean
predicate
Valid; (e, t1,ta, 71,72, u,v)

to be true if and only if
e = (ep,e1,e2) € E(¢)

and
u=eg+ery + ears, v =eg+ et + eato.

For every other input, including e =L, the predicate evaluates to false.
Let A’ be a PPT OW-CPA adversary against PKEq. For a Boolean security game G, we write
Advg(A") == Pr[G(A’) = 1].

The proof proceeds through the following sequence of games.

Game 1 G{(A")

ho, h1, ha & K(w)

$
t1,12,71 < Reven X Reven X Rodd

hao+tah
79 (*t2+(7‘1 +t1)h?itih8

(e5.¢5,e5) & E(t)

U 4 el +ejry +edre, v < ef + ejt; + edty
€ (—A/(t17t27T177’2,U7’0)

return Valid:(e, 1, ta, 71, 2, u, v)

N oE L e

G4 is the OW-CPA game of PKEq. By definition,

AdvERPA (L) = Advg, (A').
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Game 2 Gy(A)

$

h07 h17 h2 — K(w)
$
t17t277’1 — Reven X Reven X Rodd
$
T2 < Rodd
3$

(€5, €1, €3) < E(t)
U 4 el +efry + e5re, v < ef + efty + ebty
€ <— A/(t17t27r17r27u7v)
return Valide(e, t1,ta, 71,72, u, )

NSOt W

In G5, 79 is replaced by a uniformly random element sampled from R,qq4-
We construct a distinguisher A; for the 3-TRIKE problem as follows:

— Given a challenge (t1,t2,71,72).

— The distinguisher samples (e, e, e5) & E(t).

— It then computes u < e + ejr1 + e5ra, v < el +ejt + esto.
It runs the adversary to obtain e < A’(t1,t2, 71,72, u, v).

Then it outputs Valid;(e, t1,ta, 71,72, u,v).

If the challenge is sampled from the 3-TRIKE distribution, then the view of A’ is distributed
exactly as in G. If the challenge is uniformly distributed, then its view is distributed exactly as
in 5. Therefore,

|Adve, (A') — Advg, (A")| = Advs trike (A1) < Advs.gceor(Bi).

Game 3 G3(A")

ho, hl, hg (i K(w)
$
tla t2a T Reven X Reven X 7zodd
3
r2 < Rodd
(frei,e3) & B()
u,v i Rp(t) X R
€ < A/(t17t27T177’2,u7’U)
return Valid:(e, 1, ta, 71, 72, u, v)

R T o e

G35 is obtained from G3 by replacing (u,v) with uniformly random elements.
We construct a distinguisher Ay for the (2,3)-TRIKE problem as follows:

— Given a instance (t1,t2,71, 72,4, v).
— The distinguisher runs the adversary to obtain e < A'(t1,to, 71,72, u,v).
— Then it outputs Valids(e, t1,ta,r1, 72, 1, v).

If the challenge is sampled from the (2,3)-TRIKE distribution, the simulation is identical to
Go. If it is uniformly distributed, the simulation is identical to G3. Consequently,

|Adve, (A') — Advg, (A)] = Adv(e3)-TrikE(Az2) < Adv(2.3).qosp (Bz).

In G3, the adversary succeeds only if the uniformly sampled pair (u,v) admits a witness in
E(t). For every fixed tuple (t1,t2,71,72), each e € E(t) determines a single pair

(60 +e1ry +eara, eg +e1t] + 62t2) .

Hence, the number of pairs admitting a valid witness is at most |E(t)|. Since (u,v) is uniform over
Rpt) X R, whose cardinality is 22"~ we have

)

Advg, (A') < emd(r, t), €md (7, t) := min {1, 531 } )
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Under the QC-MDPC parameter regime ¢ = O(+/r), the standard bound (J:[) < (eN/t)t gives

erma (1) < 27201t loBa(Ber/t) _ 9=2rto(r)

because
tlog,(3er/t) = O(\/rlogr) = o(r).
Consequently, €pnq(r,t) is negligible in 7.

The preceding game transitions imply that, for any PPT OW-CPA adversary A’ against PKEy,
there exist PPT distinguishers By and Bs such that

AdvRRE M (A') <|Adv, (A') — Adve, (A)] + [Adve, (A) — Advg, (A))|
+ AdVG3 (A,)
<Advs.qcer(Bi) + Adv(s 3).qosp (B2) + emd(r, t).

Weak-Key Rejection.
Let Kg(w) C K(w) denote the keys that pass Algorithm 8, and let

Acc := [(ho, h1, ha) € Kg(w)], Pr[Acc] =1 — p.

We assume that 1 — p is non-negligible. Repeated sampling until acceptance gives exactly the
original key distribution conditioned on Acc. Write PKE( ¢ for this restricted-key variant; the
same subscript will denote the corresponding variants of the subsequent constructions.

Lemma 2 (OW-CPA Security under Weak-Key Rejection). For any PPT OW-CPA ad-
versary Ag against PKEqg g, there exists a PPT OW-CPA adversary A" against PKEq such that

1
Advg}’("l:f;A(Ag) <1 — pAdvg‘{(VéffA(A’).

Proof. Given an OW-CPA instance (t1,t2,71,72,u,v) of PKEq, A’ runs Ag on the same instance
and returns its candidate error witness. Conditioned on Acc, this instance has exactly the distri-
bution of an OW-CPA challenge of PKE g. Therefore,

AdvRR 2 (Ag) = Pr(Gow.cpa(A’) = 1| Acc]
_ PI[GQW_CPA(.A/) =1A ACC]
= 1,
OW-CPA
< PriGow.ca(A') = 1] _ Advpkg, (A)
- 1—-p 1—-p '

This argument concerns a nonnegative success probability, rather than a signed difference be-
tween two games. We use it at the OW-CPA stage and carry the resulting bound through the
subsequent reductions. The reduction need not determine whether the challenge key is accepted.
The multiplicative loss corresponds to at most —log,(1 — p) bits in the inherited hardness term.
Rejection sampling here has expected polynomial running time; capping it after 7" independent

attempts introduces a separate key-generation failure probability p” and is not part of the exact
conditional distribution above.

4.3 IND-CPA Security

To encrypt messages in M, PKE; keeps the key generation of PKE, samples e & E(t), and
outputs ¢ = (u,v,m + L(e)), where (u,v) < Encrypty(pk, e). Decryption recovers e and unmasks
m, returning L if error recovery fails. With L modeled as a random oracle, the reduction below
yields the following consequence of Theorem 1.

Theorem 2 (IND-CPA Security). For any PPT IND-CPA adversary A against the PKE;
scheme, there exist PPT adversaries By and By such that

B 1
Advpi A (A) < 3 (Advs.qeer(Br) + Adv(z 3).qosp (Bz) + ema(r, t)) - (2)

24



Table of Contents 4. SECURITY PROOFS

Construction and Proof.
The algorithms of PKE; are as follows.

— KeyGen,;: Run KeyGen, and return the same (pk, sk).
— Encrypt;:

Input: pk = (t1,t2,71,72) and m € M.

Output: ¢ € R X R x M.

(607 €1, 62) (i E(t)

[ ]
® U< €9+ eiry +earg, V< eg+ e1t1 + eats.
e ¢+ (u,v,m+ L(eg,e1,e2)).
e Return c.
— Decrypty:

e Input: sk = (t1, 71, ho, k1, h2) and ¢ = (u, v, ca).
Output: m’ e MU {L}.

e’ «+ Decryptg(sk, (u,v)).

If ¢ =1, return L.

m’ < co + L().

Return m/’.

The scheme follows a hybrid paradigm, where the algebraic structure induced by the secret-
dependent relations implicitly defines a key encapsulation mechanism, while the masking function
L, modeled as a random oracle, serves as a one-time pad for the message.

Let A = (Achooses Aguess) be a PPT IND-CPA adversary against PKE;. The adversary is
allowed to query the random oracle L, and we denote by L the set of queries made by A to the
random oracle L.

We consider a series of games to prove that PKE; is IND-CPA.

Game 4 G4 (.A)

hos by, ha 2 K (w)

$
tla t27 T] < Reven X Reven X Rodd

ha+tah
ro =ty + (ry + ty) jEERR

* * * $
(eg,e1,e3) < E(t)
U= el +ejr +esre, v el +ejts + esta
(m07 ml) — Achoose(tla to, 71, 7‘2)
b & (0,1}
Co < My + L(€67 6T7 6;)
bl — Aguess(tla t27 r,T2,u,v, 02)
return (b= 1)

COPXN SO W =

—_

G4 corresponds exactly to the IND-CPA security experiment of PKE; such that

AdviRiE A (A) = [Pr[Gy(A) = 1] _% _

To analyze the advantage of the adversary A based on whether it queries any valid witness, we
define the set of valid witnesses queried by the adversary as

L' :={e € L | Valid.(e,t1,t2, 71,72, u,v)} .

We define the bad event:
BAD := (L' #0).

This event occurs if the adversary queries L on any valid witness.
We now define the game G5, in which the ciphertext component ¢, is replaced by a uniformly
random element in M.
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Game 5 G5(A)

hos b, ha 2 K (w)

$
tly t27 1 < Reven X Re'uen X Rodd

hottoh
T 4=ty 4 (11 + b)) e

* * * $
(eg. €1, €3) < E(t)
U= el +ejr +esre, v el +ejts + esta
(m07 ml) — Achoose(tla ta, 1, 7‘2)
b & {01}
ey &M
b Aguess(tla t27 r1,7T2,U,0, CQ)
return (b =1?')

H
e BRI S e

We condition on the event BAD not occurring. Since e* is a valid witness, we have e* ¢ L. The
adversary never queries the random oracle with the challenge error vector e*. Under the hypothesis
that L is a random oracle, the value L(e*) is indistinguishable from a uniformly random element

of M. Hence, ¢ <— my, +L(ef, €7, €3) and co & M follow the same distribution, that is, G4 and Gj
are indistinguishable conditioned on =BAD:

Pr[G4(A) = 1 | -BAD] = Pr[Gs(A) = 1 | -BAD].

In G5, the ciphertext component cs is sampled uniformly at random from M, independently
of the challenge bit b. The adversary A obtains no information about the challenge bit. Thus,
conditioned on the event BAD not occurring, we have

1
Pr[G5(A) = 1| -BAD] = 5
To analyze the probability of the bad event BAD, we introduce a modified game based on Gjy.

In this game, we keep the execution identical to G4, but change the success condition of A to
whether it queries the random oracle L on a valid witness, i.e., whether L’ # ().

Game 6 Gg(A)

hos by, ha & K (w)

$
tl, t2a 1 Reven X 7?'e'uen X 7?/oa{d

ho+tah
ro <— to + (7‘1 + tl)hiitfhg

* * * 3
(5, €7, e3) < E(1)
U — el +efry + esra, v < ef + efty + ebto
(m07 ml) — Achoose(tla t2; 1, TZ)
b & {0,1)
Co < mp + L(657 GT, 6;)
b~ Aguess(tlu to, 11,72, U, V, 02)
return (L' # ()

LN DUk W =

—_

By construction,
Pr[BAD] = Pr[Gs(A) = 1].

Although Gg captures the bad event in the original IND-CPA experiment, it cannot be simulated
directly by an OW-CPA adversary, since constructing

ca = my + L(eg, €7, e3)

requires knowledge of the challenge error vector e*. We therefore introduce the following game, in
which ¢, is sampled uniformly at random.

26



Table of Contents 4. SECURITY PROOFS

Game 7 G7(A)

hoy i, hy & K(w)

t,t2, 71 & Reven X Reven X Rodd

ry ¢t + (ry + ty) j2tiane

(bt e3) & B()

U <4— el +ejr +esre, v el + ejts + esto
(mo,m1) < Achoose(t1,t2,71,72)

b & {0,1)

ey &M

b Aguess(tla t27 r1,7T2,U,0, CQ)
return (L' # ()

e BRI S e

[u—y

The only difference between G¢ and G7 is the generation of co. Until the first query e € L
satisfying Valid;(e, t1,t2,71, 72, u, v), no valid witness has been queried. In particular, the challenge
witness e* has not been queried. Therefore, L(e*) remains a fresh uniformly random element of M,
and the value

mp + L(e¥)

is also uniformly distributed over M.
Consequently, the adversary’s views in Gg and G7 are identically distributed until the first query
on a valid witness. Any difference between the two games after this query cannot affect whether

BAD has occurred. It follows that replacing co < myp + L(e*) with co & M does not change the
probability of the bad event. Hence,

Pr[Gg(A) = 1] = Pr[G7(A) = 1].
The probability of G7 can now be reduced to the OW-CPA security of PKE;.

Lemma 3. For any PPT IND-CPA adversary A against PKE, with queries set L on the random
oracle L, there exists a PPT OW-CPA adversary A’ against PKEq such that

Pr[G7(A) = 1] = Advpg, " (A)

Proof. Let A be a PPT IND-CPA adversary against PKE; with queries set L on the random oracle
L. Then we construct a PPT OW-CPA adversary A’ against PKEq as follows.

— Given an instance (t1,t2,71,72,u,v) of the OW-CPA problem of PKEj.

— A’ samples ¢y LYY

— Then it runs A following the steps of G7 in (t1,t2,71,r2,u, v, c2) to obtain a set L C E(t) that
A queries the random oracle L.

— For each e = (eg, e1,e2) € L, checks whether Valid:(e, t1,t2, 71,72, u,v) is true.

— If such an e exists, output it; otherwise output L.

By construction, if A queries a valid witness, then A’ succeeds in the OW-CPA game. Otherwise,
A’ outputs L and fails in the OW-CPA game. Therefore,

Pr[G7(A) = 1] = AdvpR A (A).

Since )
PF[G4(A) =1 | ﬁBAD] = PI[Gs(A) =1 | ﬁBAD] = 5,

the law of total probability gives

Pr[G4(A) = 1] = = (1 — Pr[BAD]) + Pr[G4(A) = 1 | BAD] Pr[BAD].

DN | =
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Therefore,

1 1
AdvRECPA(A) = [Pr[G4(A) = 1 | BAD] — 5| Pr[BAD] < 5 Pr[BAD].
By Lemma 3 and the preceding game transition,
Pr[BAD] = Pr[G7(A) = 1] = AdvERE " (A).

Applying Theorem 1 to the preceding bound, we conclude that, for any PPT IND-CPA adversary
A against PKEq, there exist PPT adversaries B; and By such that

1

AWM A) < JABTA)

IN
N =N

(Advsqcer(Br) 4+ Advio 5).qesp (B2) + emd(r, 1)) -

Weak-Key Rejection.

The game sequence and the witness extraction in Lemma 3 remain unchanged when the keys
are sampled from Kg(w). Thus, for any PPT IND-CPA adversary Ag against PKE, g, there exist
PPT OW-CPA adversaries Ag and A’ such that

AR (As)

IN

L, ow-c
iAdVP\I/(VEOZA (As)

1 OW-CPA, 4/
< ——Ad
=201 =p) VPKE, (A)7

where the second inequality is Lemma 2.

4.4 IND-CCA Security

We obtain the KEM from PKE; using the salted Fujisaki-Okamoto transformation with implicit
rejection [4,5]. We first describe the public-key representation and the transformation, then state
the correctness and security bounds.
Public-Key Representation.
The expanded public key of PKE; is (t1,t2,71,72). In the KEM, it is represented by (o,72),
where
o &M, (t,ta,m) = (H(0), Ha(0), Ha(0r)).

The remaining key-generation computations are unchanged. With independent random oracles, this
representation preserves the key distribution used in the IND-CPA proof: the reduction samples
o and programs these three entries to its expanded public-key components before starting the
adversary. This is an exact simulation when the adversary has no oracle state before key generation.
It also holds with weak-key rejection, since acceptance depends only on h = (hg, h1, ha).

Salted Transformation.
Use the salt space S = {0, 1}, with I, = 128 as in Section 1.4.1. For a fixed public key, write

Fpk(ma C) = (Encryptl(pka m; H4 (mv T2, C))a C)v

where the third argument of Encrypt; specifies its error vector. Thus the intermediate encryption

scheme PKE, samples ¢ & S and returns Fok(m, ¢); encryption is deterministic once (pk,m, () is
fixed.
The resulting KEM is the construction in Algorithms 4—6:

— Key generation uses the public-key representation above and stores an independent fallback

secret o/ & M.
— Encapsulation samples independent uniform m € M and ¢ € S, sets ¢ = Fy(m, (), and returns
(K(m, c), c).
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— Decapsulation parses ¢ = (u,v,co, (), recovers a candidate €', and sets m’ = ¢ + L(¢/). It
returns K(m/,¢) if ¢’ € E(t), ¢ = Ha(m/,r2,¢), and Encrypty(pk,e’) = (u,v); otherwise it
returns K(o’, ¢).

Explicit decoder failure, out-of-domain candidates, and non-canonical encodings take the rejection
branch. The ciphertext domain of K extends to all byte strings of the prescribed length; decapsu-
lation inputs are restricted to this length. Both branches hash the complete received ciphertext,
including the salt.

Model and Correctness.

We work in the single-user classical random-oracle model, with ideal uniform sampling, in-
dependent domain-separated hash functions, and a deterministic, stateless decoder. The oracle L
remains the same throughout the PKE and KEM experiments. For the fixed public key, the two
additional FO oracles are G(m,() = Hy(m,r2,() and H(m,c) = K(m,c); queries with other r9
values are answered independently. All IND advantages use the centered guessing convention of
Definitions 3 and 4.

Retain the accepted-key notation KEMg and rejection probability p from the preceding reduc-
tions. Let

2
p(h):= Pr lDecoder <h0,h1,h2,2hiei> + e] , E[p(h) | Acc] < dg.

eLE(t) i=0

For an honest ciphertext, the decoder’s input is s = hgeg+hie; +hoes. Thus error recovery depends
only on h and e, and successful error recovery implies successful message recovery and consistency
checks. In particular,

E {meaﬁ Pr[Decrypt; g(sk, Encrypt, g(pk,m)) # m]} < dg. (4)
m

Since a fresh Hy output is uniform in E(t), the average KEM correctness error is also at most dg. If
only an unfiltered DFR bound ¢ is available, conditioning gives the valid choice dg = min{1,d/(1—
p)}. Setting p = 0 and dg = J recovers the unfiltered scheme.

KEM Construction.
We collect the three procedures below in the notation of the preceding PKE constructions.
Whenever an underlying PKE algorithm is invoked, the compressed keys are expanded as

&:(t17t2,7"1,7“2), &:(t177‘17h'07h'17h'2)7

using o and, for secret-key computations, h. This also makes explicit the key expansion implicit in
the notation Fpx above. The resulting algorithms are equivalent to Algorithms 4-6.

— KeyGeng(): Sample h & Kg(w) and independent o, o’ & M. Derive (t1,ta,71) from o and

compute
riho + hy ha +tota
0 —, rg & ———.
T+t to + ho
Return pk = (o,73) and sk = (0, 0’, ho, h1, ha).

— Encapsg(pk): Expand pk, sample independent m & M and ¢ & S, and set
e+ G(m,(), (u,v)  Encrypty(pk,e),
co + m + L(e), ¢+ (u,v,c2,().

Return (H(m,c),c).

— Decapsg(sk, ¢): Parse ¢ = (u, v, cq, (); if the encoding is non-canonical, return H(o’, ¢). Recon-
struct the expanded keys and compute e’ < Decrypt,(sk, (u,v)). If no candidate in E(t) is
returned, return H(o’,c). Otherwise set

m' « co + L(€), e’ + G(m', ), (u',v") < Encrypt,(pk, €”).

Return

H(m/,c), ¢ =¢€" and (v,v") = (u,v),
H(o',c), otherwise.
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Single-Challenge Security.

We use the implicit-rejection framework of [4] and the classical-ROM reductions in Theorems 1
and 3 of [5]. Their single-user, single-challenge specialization has no challenge-repetition term. The
following bound also accounts for our explicit error-vector check and the accepted-key IND-CPA
reduction.

Theorem 3 (IND-CCA Security). Let Bg be a PPT IND-CCA adversary against KEMg mak-
ing at most qg queries to Hy, qi queries to K, and qp decapsulation queries, and put Q = qg +2qxk .
There exist PPT adversaries By and By such that

. 3Q
AdVIIy]E})N[zCA(B@ <2(Q +qp)ds + ™|

+ ﬁ (Advs.qocr (Bi) + Adv(z,3)-qosp (B2) + ma(r, 1)) -

Proof. The cited reductions first simulate decapsulation using public consistency checks, then re-
place the challenge by an independent randomized PKE; g encryption with a uniform key. For
non-challenge ciphertexts, a matching H(m,c) query and a decapsulation query receive the same
stored answer, in either order. If no matching H query has occurred, the simulation samples and
stores a uniform decapsulation answer. Already issued challenge ciphertexts are excluded from this
association. Checking an H query may require one additional G evaluation. Thus the simulated
randomness-oracle budget is at most gy + qx, and the combined randomness-oracle and key-oracle
budget is at most @ = qg + 2qx-

Only the error-vector check requires an additional observation. If Fyi(m, () = c and the decoder
recovers e = G(m,(), our decapsulation accepts and returns H(m,c). Conversely, acceptance
supplies such a public candidate. Two distinct candidates for the same ciphertext cannot both
have successful error recovery, because the decoder is deterministic. Thus any discrepancy caused
by the error-vector check entails an error-recovery failure. For fixed h, each fresh G output is
uniform; a union bound over at most @) 4+ gp such outputs in each of the real and simulated
executions, followed by averaging over accepted keys, gives the allowance 2(Q + ¢p)ds. Queries
exposing the challenge pair are accounted for by the challenge-query reduction instead. Counting
first evaluations of G suffices even for adaptive queries.

The implicit-rejection simulation contributes at most gr /|M| for guessing the fallback secret.
The single-challenge passive-security reduction contributes at most 2Q/|M| and twice the underly-
ing IND-CPA advantage. Together with the preceding failure allowance, this gives a PPT adversary
Aj such that
qx +2Q

M

The simulation forwards all L queries, including those used in public consistency checks, to the
underlying PKE experiment. Apply ¢x + 2Q < 3Q, Eq. (3), and Theorem 1 to obtain the stated
bound.

Advitar " (Bs) < 2(Q + qp)ds + + 2Advpics, o (A1)

Multi-Ciphertext Security.

Now allow at most N challenge encapsulations under the same public key, all using one hidden
bit to choose between real and independent uniform keys. Challenges and decapsulation queries may
be interleaved; only ciphertexts already returned as challenges are excluded from decapsulation.
The budgets qp, ¢k, qp count all queries over the entire experiment. Write IND-CPA, N for the
corresponding PKE experiment with at most N left-or-right encryption queries under one hidden

bit. For 1 < a < N, define
. N —a
Eocc(Na a) ‘= min {17 (a + 1> |S| } )

with ( NJL) = 0. This bounds the probability that some salt occurs more than a times among
N independent challenge salts. Following the multi-target argument of [5], we give a conservative

bound that also explicitly accounts for a later challenge coinciding with an earlier decapsulation
query.
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Theorem 4 (Multi-Ciphertext Security). Under the random-oracle model and total query
budgets above, for any PPT adversary Bg receiving at most N challenges and any 1 < a < N,
there exists a PPT adversary Ay such that

2 1
AdVI}?BMCfA’N(B@ <2(Q+qp)ds + 2at1)Q alj\r/” )@
N(N —1 N
n ( ) + qD+5occ(N,a)

M]S|
+ 2Advpion, " (An).

The Nqp summand is omitted when all challenges precede all decapsulation queries. This summand
comes from the explicit ciphertext-coincidence estimate below.

Proof. Use the same public simulation and failure allowance as above. The multi-target argument
for salted FO [5] controls challenge-message queries by the maximum salt multiplicity. For com-
pleteness, in the PKE reduction sample two independent messages for each challenge and append
the same independent salt to the left-or-right encryption. The unused messages remain uniform
and independent of the simulated transcript. Presample all N salts; this also covers an adaptively
chosen number of challenges. Any fixed a+1 salts coincide with probability |S|~%, so a union bound
gives €occ (N, a). Outside the salt-occupancy event, each of the at most @) queried pairs can match
at most ¢ unused messages. Let p and u be the probabilities of a hit on the encrypted and unused
message lists, respectively. A reduction guessing the PKE bit from which list is hit, and guessing
randomly if both or neither are hit, has centered advantage |p — u|/2. Therefore the probability p
of querying an actual challenge pair is at most
AV PAN (AN + aQ | Eocc (NN, ).
1,8 M|

This comparison includes queries made before the corresponding challenge. Guessing the indepen-
dent fallback secret contributes at most gx /|M|, and repetition of a challenge message—salt pair
has probability at most (g)/(|M| |S])-

For interleaved queries, a fresh challenge in the public simulation may equal a previous de-
capsulation query. Conditional on its error vector, the fresh uniform message makes the masked
message component uniform in M, independently of the fresh salt. A union bound therefore gives
Ngp/(JM]|S]) for these coincidences. Combining the bounds and relaxing gx + aQ < (2a + 1)Q
and (g) < N(N — 1) proves the claim.

A standard hybrid over the N PKE challenges, followed by Eq. (3) and Theorem 1, gives

i N
2Adv'll\'KDESZA’N(AN) < T, (Advs.qcer(B1) + Adv(z,3).qesp (Bz2)

+ €md(r, t)) .

The running times of the resulting adversaries include the public encryptions and oracle queries
used in the simulations. Thus salting limits reuse of a message guess to challenges with the same
salt. It does not increase the secret message entropy: the message-query denominator remains |M|,
and the reduction to the single-instance coding assumptions still incurs the generic factor N. These
results concern the single-user classical ROM.

5 Security Against Known Attacks

For TRIKE, both key recovery and message recovery attacks can be reduced to decoding problems
over quasi-cyclic codes. In particular, key recovery attacks correspond to the 3-TRIKE setting,
while message recovery attacks correspond to the (2,3)-TRIKE setting. Efficient distinguishers for
these TRIKE problems yield efficient distinguishers for the 3-QCCF problem and the (2,3)-QCSD
problem, respectively, as shown in Section 4.1.
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5.1 Information Set Decoding

The best known attacks against the 3-QCCF problem and the (2,3)-QCSD problem are based on
Information Set Decoding (ISD) algorithms. In our analysis, we estimate the attack complexities
using the framework of [15], considering several representative ISD variants, including Prange’s
algorithm [16], Stern’s algorithm [17,18,19], BJMM [20,21], BJMMplus [22], Both-May [23] and
May-Ozerov [24].

The classical time complexities in Table 12 and Table 13 already account for the quasi-cyclic
structure through decoding one out of many (DOOM), so no additional reduction is applied.

Table 12. Key recovery time complexity (in log, scale).

Instance Prange Stern BJMM BJMMplus | BothMay | MayOzerov | Complexity
TRIKE-1 155.13 133.83 134.20 134.20 134.02 134.02 133.83
TRIKE-3 223.65 200.01 200.32 200.32 200.12 200.11 200.01
TRIKE-5 291.69 266.44 266.46 266.32 266.37 266.37 266.32
TRIKE-7 426.66 399.11 398.35 398.35 398.25 398.25 398.25
TRIKE-9 561.19 532.01 531.25 530.92 530.91 530.91 530.91

Table 13. Message recovery time complexity (in log, scale).

Instance Prange Stern BJMM BJMMplus | BothMay | MayOzerov | Complexity
TRIKE-1 147.04 131.90 131.96 132.20 131.75 131.74 131.74
TRIKE-3 218.20 201.01 200.74 200.39 200.04 200.03 200.03
TRIKE-5 284.12 265.59 264.66 264.54 264.45 264.45 264.45
TRIKE-7 420.65 400.08 398.50 398.31 398.12 398.12 398.12
TRIKE-9 549.65 527.69 526.36 525.71 525.63 525.63 525.63
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Appendices

A Rejection Model for Gathering Weak Keys

We describe the distance-spectrum model used to estimate the miss rates in Table 11. Following
[14], we approximate the distances in the spectrum as independent random variables and count
their collisions.
Let g = d — € denote the number of support positions contained in the gathering interval, and
let
0< X1 <--<X,<re—1

be uniformly sampled from {0,...,rs — 1}. For 1 < i < j < g, define the corresponding internal
distance by
Xl = X; - X,

We classify these (g) distances according to j —i = k, where 1 < k < g—1. The k-th class contains
g — k distances, each following the distribution

G0 (o)
(5

Distances involving support positions outside the gathering interval are approximated as inde-

P‘I"D/]€ = u] =

pendent and uniformly distributed over {1,...,(r — 1)/2}, and are grouped into an additional
class.
Let X{,..., X} denote all modeled distances, where N = (g) Their collision count is
(X
— ! __ /
2= Six-xi-n

This is the model analogue of the normalized intra-block 4-cycle statistic

so(hi) = (Ti/z (u(ééhi))

6=1

By enumerating collisions within and across the distance classes, we obtain the modeled distribution
of Z. For the rejection threshold s, we define

ﬁmiss = PY[Z < 5]

Since passing the full rejection test requires the gathering block to pass its intra-block test, this
quantity estimates an upper bound on py,;ss under the distance-spectrum approximation. The other
checks can only further reduce the probability of acceptance.

The model also includes a deterministic zero-miss case for ¢ = 0. Before applying ¢s, the
(g) pairwise distances occupy at most r; — 1 classes; shifts and ¢s preserve the cyclic distance
multiplicities up to permutation. Since (g) > — 1 for every occupied class,

so(hi) > (j) 1), (5)
The same counting bound applies to Z. Thus, if (g) > rs — 1+ s, every key in the class is rejected
and Pmiss = ﬁmiss =0.

As an independent empirical check, we apply the rejection test to 107 independently sampled
gathering weak keys and observe no key passing the test. For the tested sampling distribution, zero
misses in 107 independent trials yield the one-sided 95% upper confidence limit

DPmiss < 1 — 0.051/107 < 9—21.67

This observation is consistent with the filtering effect predicted by the model at the available
experimental resolution. It does not resolve the much smaller nonzero modeled tail probabilities in
Table 11 and is used only as an empirical consistency check, not in the security bounds.
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B Confidence Intervals and DFR Extrapolation

We describe the confidence-interval construction and extrapolation procedure used for the concrete
DFR estimates. Recall that the FLS model in Section 3.1 gives the linear relation
Q '(DFR) 1
=azr+b == x=—
Yy ) Y NG n’

where n is the code length, and @ is the Gaussian @-function. The coefficients a and b are fixed
for the chosen key weight, error weight, and decoder configuration.

At each sampled circulant size r, let F' denote the number of failures in N independent decoding

experiments. Then
F ~ Bin(N, 0),

where 0 is the true failure probability.
Let 6 € (0,1) denote the significance level. Using the Clopper—Pearson interval, a (1 — ¢)-
confidence interval for 6 is given by

0. =B Y6/2, N —F+1), 0.=B'1-06/2,F+1,N—F),
with §_ =0 when F =0 and 6 = 1 when F = N. Here, B~! is the inverse of x + B(x,a,b), the

regularized incomplete beta function:

B(x,a,b) = II:((;);(Z;)) /OI w1 — u)’ ! du.

Since Q! is decreasing, the confidence interval for 6 is transformed into the interval [y~, y*],

where Q'(6) Q'(6-)
yo = . yh=—"

vno - n
For any pair (r;,r;) such that 7, < r; < ryeq, let n;, n;, and nys denote the corresponding
code lengths, and write

1 1 1
T = —, Tj=—, Ttest = .
T Uz Ntest

Under the FLS linear relation, the value at the target parameter is obtained by linear extrapolation:
Ytest = (1 + A)y] - Ayia
where

A= Tj — Ttest
T — Ty

> 0.

An interval for yies: is obtained by combining the extrema of the intervals for y; and y;.
Specifically, the upper (lower) endpoint of y.s; is obtained by using the lower (upper) endpoint of
y; together with the upper (lower) endpoint of y;:

Yiest = 1+ A)y; — Ay, yibe = 1+ Ay — Ay

Under the linear model, this interval contains y;.s; whenever both input intervals contain their
respective values.

Repeating this procedure for all pairs (7, ) yields multiple candidate intervals. Among these
candidates, we select the interval that yields the smallest upper DFR estimate. Since @) is decreas-
ing, this is equivalent to selecting the interval with the largest lower endpoint y,.,,. The resulting

estimate is
DFRtest = Q (yt_est V ntest) .
For TRIKE-1/3/5/7/9, the estimates in Table 8 use 6 = 0.05 for each input interval.
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